MPIP, DLP, MFA — Software Quality Issues Executives Are Paying to Resolve

You can purchase and execute static (SAST) and dynamic (DAST) security testing to look at outside threats.  
What about the other direction? How do you prevent damaging information from flowing out of your organization?
Someone inadvertently attaches a document with sensitive information to an email. The email address auto-completes to the wrong person and you hit send too quickly.  

The result is that sensitive information is leaked outside the organisation unintentionally.
MFA – Multi Factor Authentication
MPIP –Microsoft Purview Information Protection (labeling docs, emails for sensitivity)
DLP – Data Loss Protection (searching docs for sensitive information)
Testing turns into a multi-dimensional matrix with many combinations that need collaboration among various parties to assure the test is complete. It is imperative that this be well organised.  Unfortunately we cannot assume that an unlikely case will not occur here.  Something with a low probability of occurring could destroy a company entirely.  
Takeaways:
--What questions do you need to answer to get this started?
--What testing is required?
--What happens over time?

